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Abstract-Intrusion attacks are the worst entity in any service orient environment which targets not just the services but also the Quality of service 
of the environment. We focused on detecting intrusion attack on SOA with the support of user defined rule sets as well as behavior of users in accessing 
services. Towards this issue, there are many techniques recommended around service features like payload, latency, and so on. However they struggle 
to detect the attacks in accurate manner. This article defines a novel Multi Constraint Rule Centric Trust Analysis Model (MCRTAM). The model 
allows the controller in defining set of rules and maintains the history of different access made by different users earlier. Initially, the method generates 
set of ensemble rules and preprocesses the traces to generate behavior rule sets. This has been performed for unique services and the service request 
and service packets are fetched. Using the features of service data, the method performs Base Rule Trust Analysis (BRTS), Service Model Trust 
Analysis (SMTA) and Service Access Trust Analysis (SATA). The BRTS process estimates Base Rule Trusts Measure (BRTM), SMTA process 
estimates Service Constraint Trust Measure (SCTM) and SATA process estimates Service Centric Access Trust (SCAT). Using all these values, Multi 
Constraint Trust Measure (MCTM) is measured. With the MCTM value, presence of intrusion attack is detected. The MCRTAM model hikes the 
intrusion detection accuracy and achieves higher QoS performance. 

Index Terms-SOA, Intrusion Attack, Intrusion Detection, Rule Set, MCRTAM, BRTS, SMTA, SATA, MCTM. 

I. INTRODUCTION: 

The growing information technology supports the 
organizations to perform their most processes through web 
based solutions. Around this, there are number of services being 
designed to support the employees of organization to perform 
their routine work. In any service orient architecture (SOA); 
there will be number of services provided for the access of 
employees. However, any service orient environment has the 
threat of intrusion attack which is generated by some malicious 
users to intrude into the system in the sense to steal the 
information as well as to damage the performance of entire 
system as well as QoS of the environment.  

Presences of intrusion attack are identified based on several 
features and methods. The frequency based approaches counts 
the frequency of service access and based on that the intrusion 
attack are detected. Similarly, there are methods which consider 
the protocols of the service to detect the threat. On the other side, 
the behavior of the users in accessing the service is used in 
detecting the threat. The payload based approaches consider the 
payload value being submitted to the account, where the hop 
count based approaches are used in detecting intrusion attack. 
However, the methods suffer in achieving higher accuracy in 
detecting the threat.  

The rule based approaches are used in several occasions 
which uses set of rules in accessing the services. But in reality, 
the static rules are not enough as the adversaries are capable of 
tracking such rule behaviors and would modify their strategy in 
generating the threats. So, the rules must be highly dynamic and 
by monitoring the behavior of the system, the administrator or 
the controller must be capable of defining set of rules or adding 
set of rules to the rule set to make the system more rigid on 
finding attacks. Also, finding the threat just with few features are 
not efficient and it is necessary to consider most features in the 
ensemble. Similarly, measuring trust value for any user should 
be performed in multiple ways. This article focused on defining 
such approach to handle this issue.  

In this point, an efficient multi constraint rule centric trust 
analysis model (MCRTAM) is presented. The model evaluate 
the user trust in three directions, one is by applying Base Rule 
Trust Analysis (BRTA) which analyze the trust of any user 
according to the constraints mentioned in the base rule set. 
Similarly, the Service Model Trust Analysis (SMTA) is 
performed to measure the trust of user in following the prototype 
of service. Finally, the model applies Service Access Trust 
Analysis (SATA) which analyzes the behavior trust of the user 
in accessing the service.  The detailed approach is discussed in 
the next section.  
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II. LITERATURE SURVEY 
Problem of intrusion attacks are handled with several 

techniques and this section analyzes some of the methods in 
detail.  

A deep blockchain framework (DBF) [1], enable intrusion 
detection in cloud IoT networks. The method identifies 
malicious events according to the learning ensemble to ensure 
data security.    

The application of blockchain in intrusion detection is 
discussed in [2], and the article analyzes the challenges and 
solutions around the problem. Various attacks are considered 
and each has been analyzed for their possibility with the 
blockchain.  A virtual machine introspection (VMI) orient 
VMGuard [3], mitigate known attacks in cloud environment. 
The model monitors various events happening in the 
environment and alerts the malicious behaviors over sensitive 
data.   

Towards mitigating brute force and DDoS attacks, an 
efficient intrusion detection system is presented in [4].  A 
blockchain based distributed intrusion detection scheme (DIDS) 
[5], enforce blockchain as communication model in cloud 
environment.   The random forest algorithm based intrusion 
detection model [6], uses the data obtained from tcpdump and 
applies data mining technologies to collect the network traffic. 
Finally, random forest algorithm is used to perform 
classification. 

 Honeypot networkbased intrusion detection scheme [7], 
designed to improve the security in cloud environment.  The 
honeypot network is used in sharing the files in the environment.  
A cloudbased intrusion detection system is sketched in [8], 
towards security development in cloud environment.  A deep 
blockchain framework is presented in [9], towards security 
development in IoT networks. The model uses blockchain with 
smart contracts in communication and intrusion detection is 
enforced with bidirectional long shortterm memory (BiLSTM).   

The  Network Intrusion Detection System as a Service 
(NIDSaaS) [10], support the OpenStack cloud.  

A Swarm Intelligence Based Feature Selection model is 
sketched in [11], towards performing intrusion detection in 
cloud environment.   The method uses whale optimization 
algorithm in classification.  Different intrusion detection 
systems are analyzed and evaluated for their performance in 
[12,13].   The methods are analyzed for their performance with 
various data sets.  Cuckoo search with ANN based IDS [14], 
uses cuckoo search in features selection and ANN towards 
intrusion detection.   

A security infrastructure for vehicular information in SDN 
(DEMO) [15], secure the vehicular communication with uses the 
cyber defense centers in performing intrusion detection.  

Virtual machine interface based IDS [16], consider the 
system level calls and process calls as the key in detecting 
intrusion attack.  A smart villa intrusion alert system is briefed 
in [17], to support cloud IoT. The method senses the entry, 
location detection of various objects to produce alarm.  Deep 
reinforcement learning based IDS [18], enforce fine grained 
classification of complex attacks.  A deep learning based 
kernalized support vector machine is presented in [19], to 
support the detection of multi stage jamming attack in radio 
networks. The method use multi-stage machine learning-based 
intrusion detection (ML-IDS) to detect the jamming attacks.  
The brute force based intrusion detection scheme [20],   uses 

various classes of attacks and monitors the network for various 
activities to perform intrusion detection.  Towards detecting 
stepping store intrusion (SSI) is presented in [21], which uses 
efficient algorithm to detect outliers in the environment using k 
means clustering.   

A dual branch network is presented in [22], which combines 
AoI segmentation and pedestrian object detection to perform 
intrusion detection according to the relative position.  Generative 
adversarial network based deep learning intrusion detection 
model [23], performs feature selection from the network traffic 
and intrusion detection is performed with GAN. A Protocol 
Based Deep Intrusion Detection (PB-DID) is presented in [24], 
which learn the IoT traffic and perform classification 
accordingly.  A principal component analysis based drift 
technique is presented in [25], which consider the variance of 
features to perform intrusion detection.   

The approaches explored in this section are not optimal in 
achieving effective security performance in SOA and introduce 
poor performance in detecting intrusion attacks.  

 
III. PROBLEM STATEMENT 

The problem of intrusion detection in service orient 
environment is briefly explored. The intrusion detection 
problem has been approached by several techniques where each 
considers different features in detecting the intrusion attack. 
Data mining and machine learning approaches like random 
forest, deep enforcement learning and cuckoo search, are used 
in detecting such threats. Also, block chain based techniques are 
enforced for the detection of intrusion attack. However, the 
performance of the methods is depending on the feature being 
selected. Around this, the existing approach does not produce 
higher accuracy in detecting intrusion attack. All this issues 
encourages the author in designing a novel strategy in detecting 
malicious threats by choosing optimal features towards QoS 
development. 

IV. Methodology 
The proposed Multi Constraint Rule Centric Trust Analysis 

Model (MCRTAM) model fetch the rule set and access history 
of various users towards different services. First, the set of rules 
are generated as ensemble rules and preprocess the traces to 
generate behavior rule sets. With the rules, the method performs 
various analyses like Base Rule Trust Analysis (BRTS), Service 
Model Trust Analysis (SMTA) and Service Access Trust 
Analysis (SATA) according to the service request received.  The 
result of various analyses is used in measuring Multi Constraint 
Trust Measure (MCTM) value. With the MCTM value, presence 
of intrusion attack is detected.   
 
 
 
 
 
 
 
 
 
 
 
 
 
 



 
 
 
 

 
 
 
 

 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 

Figure 1: Architecture of MCRTAM Model 
The functional architecture of MCRTAM model is presented 

in Figure 1, and the components of the model are discussed in 
detail in this section.  

 
A. Behavior Rule Generation: 

The access traces available in the model has been used to 
generate the behavior rule sets. It has been performed by 
preprocessing the traces available and finds the set of features in 
the trace. According to the features identified the method 
traverse through each trace and verifies the containment of each 
feature to be present. If the trace Ti does not contain any of the 
feature then it has been removed from the set. Further, the 
method computes Max Min values for each of the feature.  Now, 
according to the min max values of different features, the 
method generates ensemble rule. This will be done for each 
service and by splitting the traces according to the service, 
different rules has been generated and added to the behavior rule 
set.  

Pseudo Code of Rule Generation: 
Given: Service Access Trace SeaT, Service Set Ses 
Obtain: Rule Set Ers 
Start 
Read SeaT, SeS. 
For each service S 

ServiceTracesST= 
𝑠𝑖𝑧𝑒(𝑆𝑒𝑎𝑇)

∑ 𝑆𝑒𝑎𝑇(𝑖). 𝑆𝑒𝑟𝑣𝑖𝑐𝑒 == 𝑆
𝑖 = 1

 

   

Find feature lists Fl = 
𝑆𝑖𝑧𝑒(𝑆𝑇)

∑(𝐹𝑒𝑎𝑡𝑢𝑟𝑒𝑠(𝑆𝑇(𝑖)) ∋ 𝐹𝑙)  ∪ 𝐹𝑙
𝑖 = 1

 

For each trace Ti 
If Ti∋ ∀𝐹𝑒𝑎𝑡𝑢𝑟𝑒𝑠(𝐹𝑙)) then 
ST = ST ∩ 𝑇𝑖 
End 
End 
For each feature F 

Compute Max value Mv = 
𝑠𝑖𝑧𝑒(𝑆𝑇)

𝑀𝑎𝑥(𝑆𝑇(𝑖). 𝐹)
𝑖 = 1

 Compute Min 

value Mnv = 
𝑠𝑖𝑧𝑒(𝑆𝑇)

𝑀𝑖𝑛(𝑆𝑇(𝑖). 𝐹)
𝑖 = 1

 

End 
Generate Ensemble behavior rule Ebr = 
{F1.min,F1.max,,Fn.min,Fn.max} 
Add to rule set Ers = ∑(𝑅𝑢𝑙𝑒𝑠 ∈ 𝐸𝑟𝑠) ∪ 𝐸𝑏𝑟 
End 
Stop 

The rule generation algorithm fetch the traces and finds 
distinct traces of various services. With the service traces, the 
method finds the features and normalized the data. Wiith the 
normalized values, the method computes maximum and 
minimum values. Using these values, the method generates 
ensemble behavior rules to support intrusion detection. 

 
B.  Base Rule Trust Analysis: 

The model maintains set of base rules which are generated 
by the administrator of the entire system. Any rule in this set has 
been defined with set of properties and values. For any service, 
the model maintains set of rules which has been used in verifying 
the trust of the service request. From the service request, the 
method extract different features, and according to the features 
being extracted, the method computes Base Rule Trust Measure 
(BRTS). It has been measured by counting number features 
followed the rule, and number of them are not followed. Using 
these values, the method computes the value of BRTS. 
Estimated value of BRTS has been used towards intrusion 
detection.  
Pseudo Code of BRTA: 
Given:  Base Rule Set BRS, Service Claimed SC 
Obtain: BRTS 
Start 
Read BRS and SC. 
Find the rule for service SC as SR. 

SR = 
𝑆𝑖𝑧𝑒(𝐵𝑅𝑆)

𝐵𝑅𝑆(𝑖). 𝑆𝑒𝑟𝑣𝑖𝑐𝑒 == 𝑆𝐶
𝑖 = 1
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Compute Rule support RS = 

ௌ௜௭௘(ௌோ)

∑ ௌ஼(௜).௩௔௟௨௘ழவௌ (௜).ெ௜௡,ெ௔௫
௜ୀଵ

௦௜௭௘(ௌோ)
 

Compute Rule Deviation Measure RDM = 
ௌ௜௭௘(ௌோ)

∑ ஽௜௦௧(ௌ஼(௜).௩௔௟௨௘,ௌோ(௜).ெ௜௡,ெ௔௫)வௌோ(௜).ெ௜௡,ெ௔௫/ଷ
௜ୀଵ

௦௜௭௘(ௌோ)
 

 
 Compute BRTS = 

ோௌ

ோ஽ெ
 

Stop 
The base rule trust analysis function estimates the rule 

support measure and rule deviation measure. Based on these 
values, the BRTS is estimated to support intrusion detection.  

 
C. Service Model Trust Analysis: 

The trust of user in accessing the service can be measured 
according to the service model. Any service has its own model 
which is decided by the protocol and it is distinct for the service. 
The services has own number of input, type and output. Such 
protocol must be followed and based on that the trust of user in 
accessing the service according to the model can be measured. 
The method computes the value of Service Constraint Trust 
Measure (SCTM) towards intrusion detection. It has been  
measured by computing protocol support, value support, and 
data support values. With all these values, SCTM is estimated to 
perform intrusion detection.  
Pseudo Code of SMTA: 
Given:  Service Claimed SC, Service Data Sdat 
Obtain: SCTM 
Start 
Read Sdat. and SC. 

 Compute Protocol support Psup =

ௌ௜௭௘(ௌ஼.ௌ௔௧௔)

∑ ௌ௖.ௌ௔௧௔(௜)∈ௌௗ௔௧
௜ୀଵ

௦௜௭௘(ௌ஼.ௌ௔௧௔)
  

Compute Value Support Vsup = 
ௌ௜௭௘(ௌ஼.ௌ௔௧௔)

∑ ௌ௖.ௌ௔௧௔(௜)∈ௌௗ௔௧&& ௌ௖.ௌ௔௧௔(௜).்௬௣௘ୀୀௌௗ௔௧(௜).்௬௣௘
௜ୀଵ

௦௜௭௘(ௌ஼.ௌ௔௧௔)
 

  Compute SCTM = Psup×Vsup 
Stop 

The service model trust analysis algorithm measure protocol 
support and value support for the user request. According to the 
value of value support and protocol support, the method 
computes the value of SCTM and performs intrusion detection.   
 
D.  Service Access Trust Analysis: 

The service access trust analysis algorithm measure the trust 
of user according to the behavior of user in accessing the service. 
It has been verified based on two constraints like the frequency 
of access and the fitness access. The frequency service access 
support is measured based on the value of frequency accessed in 
earlier time and current time with the max min values available 
in the rule. Similarly, the service access fitness (SAF) is 
measured according to the number of complete access and 
number of hanging access. According to SFS and SAF, the 
SCAT (Service Constraint Access Trust) is measured to perform 
intrusion detection.  
Pseudo Code of Service Access Trust Analysis: 
Given: Behavior Rule Set BRS, User U, Service S, Service 
Access Trace SaT. 

Obtain : SCAT. 
Start 
Read BRS and U. 
Find user trace towards service S as USaT = 

𝑠𝑖𝑧𝑒(𝑆𝑎𝑇)

∑ 𝑆𝑎𝑇(𝑖). 𝑆𝑒𝑟𝑣𝑖𝑐𝑒𝑟 == 𝑆 && 𝑆𝑎𝑇(𝑖). 𝑈𝑠𝑒𝑟 == 𝑈
𝑖 = 1

 

Compute Service Frequency Support SFS = 

if(
∑ ௎௦௔்(௜).்௜௠௘ୀୀ்௜

ೄ೔೥೐(ೆೞೌ೅)
೔సభ

௦௜௭௘(௎௦௔்)
<

𝐵𝑅𝑆. 𝑆. 𝐹𝑟𝑒𝑞𝑢𝑒𝑛𝑐𝑦𝑀𝑖𝑛, 𝐹𝑟𝑒𝑞𝑢𝑒𝑛𝑐𝑦𝑀𝑎𝑥) >)? 1: 0 
Compute Service Access Fitness SAF = 
∑ ௎ௌ௔்(௜).ௌ௧௔௧௘ୀୀ஼௢௠௣௟௘௧௘

ೄ೔೥೐(ೆೄೌ೅)
೔సభ

௦௜௭௘(௎ௌ௔்)
×

ଵ

∑ ೆೄೌ೅(೔).ೄ೟ೌ೟೐ససಹೌ೙೒೔೙೒
ೄ೔೥೐(ೆೄೌ೅)
೔సభ

ೞ೔೥೐(ೆೄೌ೅)

 

Compute SCAT = SFS×SAF 
Stop 
The service access trust analysis algorithm computes different 
trust measures like service access fitness and service frequency 
support values to compute the value of SCAT. According to the 
value of SCAT, the method would perform intrusion detection. 

 
E. Multi Constraint Intrusion Detection: 

The proposed multi constraint intrusion detection algorithm 
performs several analysis towards detecting the intrusion attack. 
Initially, the access trace has been used to generate behavior rule 
sets and with the rule generated and the existing predefined 
rules, the method performs three analyses like Base Rule Trust 
Analysis, Service Model Trust Analysis and Service Access 
Trust Analysis. Using the result of all the three analyses, the 
method computes the value of Multi Constraint Trust Measure 
(MCTM). Based on the value of MCTM, the method performs 
intrusion detection. 
Multi Constraint Intrusion Detection: 
Pseudo Code of Multi Constraint Intrusion Detection: 
Given: Access Trace set ATS, Rule Set Rs 
Obtain: Boolean 
Start 
Read ATS, RS. 
Behavior Rule set BRS = Perform Behavior Rule Generation 
(ATS) 
BRTS = perform Base Rule Trust Analysis ( BRS, ATS) 
SCTM = perform Service Model Trust Analysis( BRS, ATS) 
SCAT = perform Service Centric Access Trust Analysis (BRS, 
ATS) 
Compute MCTM = 

஻ோ்ௌ

ௌ஼்ெ
× 𝑆𝐶𝐴𝑇 

If MCTM>Th then 
Return true 
Else  
False 
End 
Stop 

The above discussed algorithm measures MCTM and based 
on that the method classify the request as true or false which 
denotes trusted or malicious.  

 
V. RESULTS AND DISCUSSION: 

 The proposed model has been implemented using advanced 
java and has been tested for its performance with various 



constraints like number of services, number of users and so on. 
In all the test cases, the methods are evaluated for their 
performance in different factors and mapped with others. 

  TABLE 1: EXPERIMENTAL SETUP  

 
The constraints picked in analyzing the performance of 

methods is shown in Table 1. The methods are evaluated for 
their performance on the following factors:  

 
TABLE 2: INTRUSION DETECTION PERFORMANCE 

 
 
 
 
 
 

 
The accuracy in detecting intrusion attack is evaluated with 

different number of records available. In each case, the proposed 
MCRTAM model achieves noticeable performance growth than 
others.   

 

 
Figure 2: Analysis on intrusion detection accuracy 

The performance of various methods at detecting intrusion 
attack is measured with the presence of various numbers of 
records in the data set. The MCRTAM scheme produces 
noticeable hike in detecting intrusion attack compare to other 
techniques.   

 
 
 
 
 
 
 
 
 
 
 
 

TABLE 3: FALSE RATIO 
 
 

The ratio of false classification in detecting intrusion attack 
is evaluated and shown in Table 3, where the MCRTAM scheme 
achieved less false ratio than others.  

 

 
Figure 3:   False Ratio in intrusion detection 

The performance of various methods in producing false 
alarm is measured and compared in Figure 3. The MCRTAM 
model introduces less false detection compare to other 
techniques.   

TABLE 4: TIME COMPLEXITY 
 

Time Complexity on Intrusion Detection  in Millie seconds. 
No of 
Records 

3 Lakhs      5 Lakhs 10 Lakhs 

BiLSTM 31 26 21 
VMGuard 27 23 18 
ANN 21 15 13 
MCRTAM 13 7 2 

The time complexity in detecting intrusion attack is 
evaluated and given in Table 4, where the MCRTAM model 
produced less time complexity compare to others.  

 
Figure 4: Analysis on Time Complexity in Intrusion detection 

The efficacy of time complexity in intrusion detection is 
measured for different methods with different number of records 
are measured and presented in Figure 4. The proposed 
MCRTAM model introduces less time complexity than other 
approaches.   
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Parameter Value 
Tool Used Advanced Java 
Data Set Amazon 
Platform Microsoft Azure 

Total Records 5 lakhs 
No of Services 50 

No of Users 500 

Analysis on Intrusion Detection Performance 
No of Records 3 Lakhs 5 Lakhs 10 Lakhs 

BiLSTM 69 74 79 
VMGuard 73 77 82 

ANN 79 85 87 
MCRTAM 87 93 98 

False Ratio on Intrusion Detection 
No of Records 3Lakhs 5 Lakhs 10 Lakhs 

BiLSTM 31 26 21 
VMGuard 27 23 18 

ANN 21 15 13 
MCRTAM 13 7 2 



 
VI. CONCLUSION AND SCOPE OF FUTURE WORK: 

 
This article presented a novel multi constraint rule centric 

trust analysis model towards efficient intrusion detection against 
service orient environment like cloud. The model use both 
historic rule sets and behavior rule sets generated from the 
access trace maintained. Further, the trust analysis is performed 
in three ways like base rule trust analysis, service model trust 
analysis and service access trust analysis. Using the result of all 
the stages, the method computes the value of MCTM to support 
the detection of intrusion attack. The proposed MCRTAM 
model improves the performance of intrusion attack up to 97%. 

 Further, the problem of intrusion detection can be 
handled and improved for its accuracy by adapting social trust 
of any user in measuring the trust in accessing any service 
towards intrusion detection. By measuring the social trust of any 
user, the legitimacy of any user in global range can be analyzed 
which would be used in detecting intrusion attack with higher 
efficiency. 
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